How-To:

Installation Symantec VIP Access
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The following are the steps for multi-factor authentication through soft
token.

Step 1: Download Symantec VIP Access Desktop Software
https://idprotect.vip.symantec.com/mainmenu.v

The software is available for mobile as well as desktop. Please
download the required type.

Step 2: Install thle Symantec VIP Access Desktop Software |
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Uninstall VIP Access
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Installer has detected that the same version of VIP Access is
J already installed on the system. Do you want to uninstall?

Symantec.
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Fl.eview the license agreement before installing VIP Access.
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LICENSED APPLICATION END USER LICENSE AGREEMENT

The product transacted through the application store is licensed, not sold, to
You for use only under the terms of this license. Symantec Corporation as the
licensor ("Symantec” or “Application Provider®) reserves all rights not expressly
granted to You. The product that is subject to this license is referred to in this
license as the “Licensed Application.”

@ I accapt the terms in the license agreement
() I do not accept the terms in the license agreement
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This wizard will install VIP Access in the location shown below. To install VIP Access in a different
location, select Browse.

Select Next to start the installation process.

Folder:
.—"  C:\Program Files\Symantec\VIP Access Client\ Browse...

Instalishield
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Ready to Install the Program
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Select Install to begin the installation.

If you want to review or change any of your installation settings, select Back, Select Cancal
to exit the wizard.

Cancel ][ Back l[ Instal |
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Instalishield Wizard Cchpiebul

VIP Access installed successfully.

Symaritec.

Note: Go to All Programs from the Start menu to launch VIP
Access,




How-To:
Verify Symantec VIP Access Installation

Step 1: Run VIP Access from Windows Stat Menu
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Step 2: Verify VIP Access window will appear on desktop
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FAQs:

What is Credential ID?

Credential Id is unique identifier associated to the VIP access installation. This
id is associated with user id. This id is required during MFA registration which
is described in next section Tf this document.

What is Security Code?

Security code is randomly generated number which last of 30 seconds. The
code will be refreshed in every 30 sec. This code needs to be provided during
MFA. The steps are described in the next section of this document.

Can I associate more than one Credential Id with user id?
No. At a time only one Credential Id is associated with user id.
Is Symantec VIP Access free software or do I need to pay any license fee?

Yes. It is free software and you can download it from Symantec site.



How-To:
Perform S(l)ft Token Multi-Factor
Authentication

Scenario: User clicks on login link or access any protected KHBE
application URL which will redirect user to Kentucky Online Gateway
login page. User will perform the authentication with username and
password. After successful authentication, a page will pop-up asking for
MFA details (Credential Id and Token).

The following steps need to be performed in order complete MFA.

Step 1: Perform authentication with username and password.

Kentucky

Online Gateway

Gateway Log Mn
Login with your Kentucky Onfine Gateway Account. | =~ WARNING
NOTICE: This is a government computer system and is the property of the
Commonwealth of Kentucky. It is for authorized use only regardiess of time of day,
location or method of acoess. Users {authorized or unauthorized) have no explicit
Username or Emal Address Forgot Username? or implicit expectation of privacy. Any or alf uses of this system and afl files on the
system may be Intercepted, monitored, recorded, copied, audited, inspected, and
disciosed to authorized state government and law enforcement personnel, as well
as authorized officials of other agencies, both domestic and foreign. By using this
password Foraot Password? system, the user consents to such at the discretion of the Commonwealth of
FOIOL asowords Kentucky. Unauthorized or improper use of this system may result in
i administratave  discipimary action and/or civil and criminal penalties. The
unauthorized disclosure of Data containing privacy or health data may result In
criminal penalties under Federal authority.

Resend Account Verification Email

| Copyright ©2013 Commonwealth of Kentucky.
All Rights Reserved.



Step 2: Register Credential Id.

This is oné time step. This will be performed for durﬂng initial login.
After the Credential 1d has been provided the first time, subsequent

logins will only require the Security Code on each login as described in
next step.

Token Registration

Registered Tokens

MFA Credential ID

You must have Multi-Factor Authentication {MFA) software to access this application.

To download MFA to your phone or desktop, please use one of the following links.

Get Mobile Token
Get Desktop Token

For more information, please click the link below to view the VIP Access software installation guide.

Symantec VIP Access Software Installation Guide

Register My New Token

‘]Token Credential ID Find my Credentials
* Token Nickname

{example : like John's Cell Phone or John's Laptop)

Register New Token



After the Credential Id has been registered the user clicks Proceed to
Validation.

l Token Registration |

Success
Your Token Registration was successful

Registered Tokens
MFA Gredential 1D MPFA COredential Nickname ‘Gredential Type
VSMT****1366 iPhone Soft Delete

You must have Multi-Factor Authentication (MFA) software to access this application.

To download MFA to your phone or desktop, please use one of the following links.

Get Mobile Token
Get Desktop Token

For more information, please click the link below to view the VIP Accrss software installation guide.

Symantec VIP Access Software Installation Guide

Register My New Token

* Token Credential ID Find my Credentials
* Token Nickname !

{example : like John's Cell Phone or John's taptop}

| Register New Token |

Proceed to Validation



Step 3: Perform MFA

Run VIP Access from Windows Stat Menu

Microsoft Word 2010

Microsoft Excel 2010

Google Chrome

Microsoft Lync 2010

Microsoft Office Visio 2007

Notepad

Microsoft PowerPoint 2010

Calculator

> Al Progr;ms

, Search programs and files

Patil, Amit Dilip (US =
Philadelphia)

Documents
Pictures
Music
Favorites

Computer

Control Panel
Devices and Printers
Default Programs
Help and Support

Run...




VIP Access window will appear on desktop.

~ VIP Access

Credential ID

Securlt', Code
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Enter the VIP Security Code and click Submit.

Token Authentication

Registered Tokens
e b R A IR e R ey T
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Manage Token Credentials Generate Temporary Password

Token Validation ‘
* Security Code:

You may enter the Security Code from any of your registered Tokens



